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Introduction

Microsoft integrations

I[ronchip can be easily and quickly integrated into Microsoft envi-
ronments. For this purpose, we provide two different plugins that
allow you to use Ironchip as a multifactor authentication in the acti-
ve directory federation services (ADFS) and in the microsoft radius
server (NPS).

This way we can protect your applications and remote connec-
tions in a simple way, just using an installer and configuring within
the Microsoft tools.

This plugin allows any company to use the Ironchip Lo-
cation-Based Authentication (LBAuth) service to provide mul-
ti-factor authentication to Microsoft Network Policies Server.
This allows companies with an Active Directory to provide RA-
DIUS protection based on device and user location to the VPN
and other services integrated with RADIUS technology.

The plugin provides:
Multi-Factor Authentication for NPS.
License loading from file.
Plugin installer and uninstaller.

Out-of-the-box solution. Get license, install and you can use it
in your configured services.
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This plugin allows any company to use Ironchip Location Based
Authentication service to provide Multi Factor Authentication to
Microsoft Active directory Federation Services. This allow com-
panies with an Active Directory to provide account protection ba-
sed on user device and location to any application.

The plugin provides:
Multi-Factor Authentication for ADFS.

License loading from file.
Plugin installer and uninstaller.

Out-of-the-box solution. Get license, install and you can use
it in your configured services.

The following chapters detail how to configure each of these plu-
gins to use the Ironchip Location-Based Authentication (LBAuth) to
provide multi-factor authentication.



MFA Plugin for NPS

Add NPS integration

Once you are part of Ironchip, enter in your
Ironchip dashboard.

In the following pages you will find the steps
to add our technology in the required servi-
ce with the MFA plugin for NPS.

@D IRONCHIP A

Jose Fernando v

Company Dashboard ,
name i this section we will find an overview o
P June 2020 v
Authentications «al No. services = Timeline (D

24 Wednesday
Andoni Martin

Wrong Auth in Office door service
score: 32

Xabier Sestafe
Wrongs AUthS No. users l..... in home remote service
@ Aitor Zahalla '
Total Auths Jose Femando Gomez
'r Sestafe to Office door s¢
25 Thursday
Day by day | ther Garay

in home remote service.

new personal key.

Lorena Sacristan
irong Auth i Ofice dor s

0
Q=
O

Jose Fernando Gomez
You have added Lorena Sacristén to

 Hands-on tutorials
« Ingrations install guide
«FAQS
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MFA Plugin for NPS

(I

&= Services
Services management. You can create services, add users in the services, explore your services.

Jose Fernando ¥

A pashboard
= senvices

8% Users

P kers Service WEDHERE
MW VA integrations Ironchip 0 Personal device
Home remote

Q safe zone

We have next fields:

Service name (alias): Should be declarative
for service we are adding.

Integration Type: API KEY is required filed.

Type of service: Select based on our requi-
rements, personal device if it will be a servi-
ce that only needs to be accessed from de-
vice, and safe zone if it will be a service that
needs to be in a safe zone to be accessed.
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Integration
oioc @

APIKEY @

Remove
o

Add users.

Service brief

ironchip

January 2021~

No. of users 5

Authentications

G

Month correct auths 42

Month wrong auths 25

Add new service

Go to the services section of your dash-
board and click on New service to start.

Service information

You are adding a new service for your company. Chose the name and add the new service according to the type of integration you want (selecting the
integration you will get a brief information of each type). Service type, create service to access with safe zones or only with personal devices. Once the service
has been created, it will appear in the company's list and you will be able to create accesses for your users.

Service name (alias)

NPS plugin

API KEY service configuration

Service integration type
API KEY

Type of service

v Safe zone

API Key integration allows you to use Ironchip libraries to in a personalised manner integrate your services and products with Ironchip LBAuth. These APl
Keys are required once per service to allow Ironchip to identify who s the client calling LBAuth and also to identify in behalf of which servi

Qlick addl service T adld
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When you press add you will get the fo-
llowing screen.

IMPORTANT! Be careful, you will receive an

'y . >< . .
Credentials of new service B Download/save this data, you will not have
o For security you will not be able to access these credentials again from the Ironchip dashboard, download or save them. . .
You can check the prefix of these credentials in the list of services by clicking on the integration type column. access to |t agal n.

API KEY XjSmKInKN.nlj

You will be able to consult the Hint in the
services table in the Integration type co-
lumn in the future when you need it.

(@mN
;q geer:\‘éi:;e:anagement. You can create services, add users in the services, explore your services...

Once the service is added, it will appear in
your list of services. Service list
You will be able to have metrics of user in-
teraCtion With this SerVice by acceSSing to Service Type of service Integration Remove (i} Add users
the service by clicking on the name in that tronchip O persona devce oe @ |
list. To add users to this service refer to the NPS Plugin @ speciic ocation APIKEY o

applications manual linked in dashboard>
other links of interest> Hands on tutorials.
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MFA Plugin for NPS

Add a new network policy to Network
Policy Server

Ironchip Multifactor Authentication use ne-
twork policies to determine which user or
group will be protected with Ironchip. To
achieve that we must create a new Ne-
twork Policy in Network Policy Server.

New Network Policy

@ Network Policy Server

File Action View Help

e | nE B m

€ NPS (Local)

v [ ] RADIUS Clients and Servers
& RADIUS Clients
& Remote RADIUS Server

Network Policies

— " Network policies allow you to designate who is authorized to connect to the network and the
— | circumstances under which they can or cannot connect.

v [Z] Policies
[7] Connection Request Po|| Policy Name Status  Processing Order Access Type = Source
/-7 Network Poli== = LI Enabled 1 Grant Access Unspecffied
B Accountin New cted  Enabled 2 Grant Access  Unspecfied

View >

ates Mana Export List

e y

You can specify a name for your network policy and the type of connections to which the policy is applied.

G ! Specify Network Policy Name and Connection Type

- Add wowle

Policy name:

[
Settings - Then the following settings are applied:

X

Provide a name to the policy.

This name will be used when you install the

|onchipProtected] &

Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server

type or Vendor specific, but neither is required. If your network access serveris an 802.1X authenticating switch or wireless access point.

select Unspecified.
(® Type of network access server:

| Unspecified v
(O Vendor specific:

Previous

NEXT % condinue

| NPS MFA Plugin, to determine which policy
protect.
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MFA Plugin for NPS

New Network Policy X
. ’ Specify Conditions
Here you can add all the conditions you \ ] - ) ) - ) B
i i | Specify the gqndn_tlons that determine whether this network policy is evaluated for a connection request. A minimum
want to determine for who and when will of one conditionis required.

be applied this policy.
Conditions:
Condition Value

Qlick were T adel conaiions

Condition description: \

Previous | | Next Finsh | [ Cencel |
New Network Policy X
- Specify Conditions . . .
\ pecily For this example, we will determine that
\ Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum . . . .
- of one condition is required. this pollcy must be applled when a user is
member of group lronchip.
Select condition X

Select a condition, and then click Add.

o , A Gelect User o oups

‘Windows Groups
&\ The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected
groups.

Machine Groups
The Machine Groups condition specifies that the connecting computer must belong to one of the selected groups.

%» UserGroups
&vgp The User Groups condition specifies that the connecting user must belong to one of the selected groups.

Day and time restrictions

Day and Time Restrictions
Day and Time Restrictions specify the days and times when connection attempts are and are not allowed. These

restiictions are based on the time zone where the NPS server is located. / M TO‘ MO{ W\dd{ﬂ/\/
Connection Properties L /
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User Groups X I l
1

Select Group X
Specify the group membership required to match this policy.
. Select this object type:
When you press add a new screen will e
P [Group | [ object Types... |
appear, follow the steps below to proceed S———

with the configuration. ' [ionchip net | [ Locations... |

Enterthe object name to select (examples):

Ironchip) Check Names
wrile here Tre ol of Tre oyrong

E ~ I
' [ AGows. || B0 || [ Advanceds ok ][ comcel |

(lick: here 1 G [ cocel | ~ /
Add.. || Cancel jr |
(lick here To conlinme
X

New Network Policy

e Specify Conditions
* Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

of one condition is required.

Conditions: Once added and configured you will see
Condition Value next result. Click next to continue.

&% User Groups IRONCHIPAD\Ironchip

Condition description:

The User Groups condition specifies that the connecting user must belong to one of the selected groups.

| Ad. || _E&. || Remove | Here T conlinne

Provous | [ Net ][ Fash [ Concel |
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New Network Policy X

Specify Access Permission
Q Configure whether you want to grant network access or deny network access if the connection request matches this

licy.
Next step, select access granted to Pet

grant access to users match this policy
conditions, and click next to continue ® Access granted
Grant access if client connection attempts match the conditions of this policy.

O Access denied
Deny access ff client connection attempts match the condtions of this policy.

[[] Access is determined by User Dial4n properties (which overide NPS policy)
Grant or deny access according to user dialin properties if client connection attempts match the condtions of this policy.

\_ Previous Finish | Cancel

New Network Policy X
. Configure Authentication Methods HW0 T condime
* Configure one or more authentication methods required for the connection request to match this policy. For EAP

> authentication, you must configure an EAP type.

EAP types are negotiated between NPS and the client in the order in which they are listed.

EAP Types:

Move Up In this screen configure the authentica-
tion methods you will use.

Add... \ Edt... Remove

Less secure authentication methods:

[ Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[ User can change password after it has expired

[ Microsoft Encrypted Authentication (MS-CHAP)
[ User can change password after it has expired

[ Encrypted authentication (CHAP)

[ Unencrypted authentication (PAP, SPAP) _

[] Allow clients to connect without negotiating an authentication method. f 'HW (% TG‘ MW\MC/
Previous I Next | Finish 7 Cancel ‘
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MFA Plugin for NPS

New Network Policy X

G Configure Constraints
* Constraints are additional parameters of the network policy that are required to match the connection request. If a

Next screen is for configure constraint to i constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are optional;
. . ) . if you do not want to configure constraints, click Next.
reject access automatically if one of this

constraints are not acomplished. Fill this o the ot for T netwon poiy
with the options you want. If all constraints are not matched by the connection request. network access is denied.

Constraints:

Lonstraints _ Specify the maximum time in minutes that the server can remain idle before the connection

iC:‘ Idle Timeout is disconnected

&% Session Timeout [] Disconnect after the maximum idle time
[IZ] Called Station ID

Day and time
restrictions

”‘_;z NAS Port Type !

a
-

=3

New Network Policy

Configure Settings Previous | [ Net 2L

* NPS applies settings to the connection request if all of the network policy conditions and constraints for the policy ar
- matched.

Configure the settings for this network policy.

If conditions and constraints match the connection request and the policy grants access. settings are applied. Click next. In this screen you can add settings

Settings: to apply when policy constraints are matched.
HEDIUS AR To send addtional attibutes to RADIUS clients, select a RADIUS standard attrbute, and
then click Edt. If you do not configure an attibute. it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.
Vendor Specific
Routing and Remote
Access
% Multiink and Madoe:
Bandwidth Allocation
Protocol (BAP) Name Value
, Framed-Protocol PPP
7 IP Filters Enedsnsfis g
£ Enciyption
9% IP Settings :
Add.. | [ Bt | | Remove |
[ pveus | [ee ] [ | [ oo |
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MFA Plugin for NPS

New Network Policy

i Completing New Network Policy
A summary of the configuration will *
appear. Check that everything is OK and

click "Finish". You have successfully created the following network policy:
IronchipProtected

Policy conditions:

Condition Value

iUser Groups IRONCHIPAD\Ironchip

Policy settings:
Condition Value
Authentication Method Unencrypted authentication (PAP, SPAP) OR Encryption authentication (CHAP) OR MS-CHAP v1 ...
Access Pemission Grant Access
Framed-Protocol PPP
Service-Type Framed

lgnom User Dial-in Pmpemes False

To close this wizard, click Finish.
% Network Policy Server

Previous || MNet [ Fnsh || Cancel
File Action View Help e i

|7 B E

& s o
v [] RADIUS Clients and Servers|[—
3 RADIUS Clients Network policies allow you to designate who s authorized to connect to the network and the M W& TM ‘;WWS‘N
i Remote RADIUS Server = rderiwhich they can or connedt: \ ;’ 7 1 -[-
v gpolicies MO V V’ g
] Connection Request Pc|| Policy Name Status  Processing Order Access Type = Source W\e-[-ﬂfl{ TM
7 Network Policies 15 Enabled 1 Grant Access
B Accounting
> ! T £ 1 M g +
A
You have added your network policie
and everything is ready for install the
Settings - Then the following settings are applied: plugln
Setting Value A
Exensible Authentication Protocol Configuration Configured
Ignore User Dial-In Properties True
Access Pemission Grant Access )
T ——— SR .
v
< > || € 2%
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Install the plugin

To install the plugin, you need the zip file Ironchip_MFA_
ADFS_Plugin, which you can download from:

9]

https://www.lronchip.net/pluginsironchip-mfa-nps-installer.zip

Unzip the folder in your desired path. We recommend to use:
C:\\Program Files\Ironchip MFA NPS Plugin

Go to that folder. In the folder you can see this files:
Ironchip.Nps.BasePlugin.dll
Ironchip.Nps.NativePlugin.dll
Ironchip.Nps.MfaPlugin.dll
IronchipNPSPIlugininstaller.ps1
IronchipNPSPluginUnnstaller.ps
IronchipRadiusCFG.json

Use any text editor to change the content of IronchipRadiusCFG.
json file, filling:
Your Ironchip host. In case you use our cloud solution, host will
be api.lronchip.com. Else, provide your custom host.

Your company API key ( credentials saved /downloaded from
the dashboard) in the apiKey value.

The network policy that you want to protect with Ironchip MFA.
In the example we will use created IronchipProtected policy:

You can see the format in this example

Ironchip integrations installation guide

Network Policies

Network policies allow you to designate who is authorized to connect to the network and the

= | circumstances under which they can or cannot connect.

Policy Name Status  Processing Order Access Type = Source
E'VPNTest Enabled 1 Grant Access  Unspecified

|} VPNnoprotected Enabled 2 Grant Access _Unspecified

g lronchipProtected  Enabled 3 Grent Access Unspecied |

Settings - Then the following settings are applied:

Setting Value

Extensible Authentication Protocol Configuration Configured

Ignore User Dial-In Properties True

Access Pemission Grant Access

< enimiE T ey

<

“host”: “dev.api.Ironchip.com”,
“apiKey”:“vLBNO3.WM2A -

bQogM2BSDbEDTITT1IUHPp
aZA050tgCrbSQBMgb2gRhrVLWzzQg”,

“protectedpolicyname” : “IronchipPro-
tected”



Stoping NPS service.
WARNING: Waiting for service ‘Network Policy
After that, you can execute the IronchipNPSPIlugininstaller.ps1 Server (IAS)’ to stop...

as Administrator. Just right-click the file and click over Run with WARNING: Waiting for service ‘Network Policy

PowerShell: Server (IAS)’ to stop...

The installation script will execute the setup process, that will: Stoped.

. . . Installi Nati B lib
Check permissions. If you are not executing the script as nstatting Rative base Library

Administrator user, script will fail and ask you to execute as Installed

Administrator. Installing Plugin Base library ...

Check if NPS service is installed and configured. Installed

Ensure that you have your IronchipRadiusCFG.json Installing Plugin library ...

configured. Installed

Stop the NPS service. Configuring Ironchip Plugin 1library with

IronchipRadiusCFG.json properties
Install all the plugin dlls.
Configured

t plugi issi t . . . . A
Grant plugin permissions to user Granting permisions for Ironchip Plugin

Configure the logs, and publish them to Event Viewer Permisions granted
Add plugin to windows registry. Activating event logs for plugin
Start the NPS service to detect new plugin. Creating eventlog ‘INPSPlugin’

Activated event logs. You can see logs in
EventViewer>INPSPlugin
The script will prompt the results in a PowerShell console,

Adding plugin to NPS windows registry.
that allows you to check the steps:

Added.

Restarting NPS service.

73 WWW{ w\sTM/{ed Restarted.
f\)ew Test @: !

W,aw\,l Ironchip MFA Plugin installed
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Test the plugin

Access Event Viewer to see Ironchip MFA
Plugin logs.

- @) | Vo Marsce

Active Directory Administrative Center

Server Manager » AD FS

EC2AMAZ-51JDVGD 17231.21.103 Online - Performance counters not started 4/20/2020 4:5430 PM  00376-40000-00000-AATS3 (Activated) Active Directory Domains and Trusts

I Dashboard Active Directory Module for Windows PowerShell
I Local Server Active Directory Sites and Services.

i Al Servers Active Directory Users and Computers

AD FS Management
ADS! Edit
Certification Authority

ADCs
AD Ds

LIS Component Services
& DNS Computer Management
# File and Storage Services p | EVENTS Defragment and Optimize Drives
All events | 26 total TASKS

Disk Cleanup

DNS

®

‘Group Policy Management

<

Server Name ID  Severity ' Source Log Date and Time
iSCS Initiator

EC2AMAZ-5TDVGD 137 FEmor  Device Registration Service DRS/Admin  4/20/2020 4:42:54 PM Local Security Policy

EC2AMAZ-51DVGD 137 Emor  Device Registration Service DRS/Admin  4/20/2020 442:54 PM e A e
EC2AMAZ-51IDVGD 278 Waring AD FS AD FS/Admin 4/20/2020 442:50 PM ODBC Dats Sources (32-bit)
EC2AMAZ-51DVGD 217 Emor  ADFS AD FS/Admin 4/20/2020 442:50 PM ODBC Data Sources (64-bit)

cvent Viewer
q::;im” '“T““ﬂ Felp If everything is OK, you must see
ta OF . . . . .
T W.J -(L n- e "INPSPIlugin" in Application and Servi-
VEN 1ewer (Loca roi p
ces Logs list. Click on it, and if plugin is

_-|+ Custom Views

mber of events: 4

Windows Logs Level Date and Time Source
« [ Applications and Services Lo| || @ Infermatien 4/20/2020 5:02:05 PM IrenChip MFA installed you must see "lronchip licen-
[&] Active Directory Web Ser ®\nf0rmation 4/20/2020 5:02:05 PM IronChip MFA k I d d . h " |
= ADFs (@ Information 4/20/2020 5:02:05 PM IronChip MFA se key loaded without errors." in logs
7| ADFS Tracing (i) Information 4/20/2020 5:02:05 PM IrenChip MFA .
| Device Registration Servi as you can see here
| Device Registration Servi
[<] DFS Replication
a Directory Service
a DNS Server
@ Hardware Events
7 Intel
o i Z If you see the message "Unable to
: Event 0, IronChip MFA /

il Internet
El IronChip MFA
=] Key Manageme

At Service General  Details

| Microseft

load Ironchip license key. Check that
_ / it is the correct license and try again.
7 Microsoft-IE : : : . .
3 Microsoft [FRAME [ronCuperee ey s it e | If problem persist contact Ironchip

5 Vi ot \ support for help.", go to FAQ's chapter

ﬁl Saved Logs at the end Of thls gLHde
4 Subscriptions
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Uninstall the plugin

Execute the Uninstall-Script.ps1 as Administrator. Just ri-
ght-click the file and click over Run with PowerShell: Stoping NPS service.
WARNING: Waiting for service 'Network Policy

You will be prompted to trust the script. Type A and press Server (IAS)' to stop...

enter.
WARNING: Waiting for service 'Network Policy

The installation script will execute the setup process, that Server (IAS)' to stop...
will: Stoped.

Check permissions. If you are not executing the script as Removing plugin of NPS windows registry.

Administrator user, script will fail and ask you to execute Removed.

as Administrator. Removing Plugin library ...

Check if NPS service is installed and configured. Removed

Removing Native Base library ...
Ensure that you have your License.json configured.

Removed
Remove logs and config on Event Viewer Removing Plugin Base library ...
Remove the plugin in GAC. Removed

Removing eventlog 'INPSPlugin'
Restart the NPS service to detect GAC removed libraries.

Removed
Unegister plugin installed in NPS. Restarting NPS service.
Delete Auth Methods and policies to select IronChip MFA. Restarted.

IronChip NPS Plugin removed
Restart the NPS service to unregister plugin.

The script will prompt the results in a PowerShell conso-
le, that allows you to check the steps:
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MFA Plugin for ADFS

Add ADFS integration

Below are the steps to follow to install the ADFS plu-
gin with the authentication of our technology in the
required service.

= "=>issue(Type =
n, Value = ll). "

= "@RuleName = ""nx:[]=>issue(claim = x); "
= "https://adfshelp.microsoft.com/ClaimsXray/TokenResponse"

= New-AdfsSamlEndpoint - Binding POST -Protocol
SAMLAssertionConsumer - Uri

Add-ADFSRelyingPartyTrust -Name "ClaimsXray" -Identifier
"urn:microsoft:adfs:claimsxray" -IssuanceAuthorizationRules

-IssuanceTransformRules -WSFedEndpoint -SamlEndpoint

To do so, you will first need to have:
ADFS configured
and access to the LBAuth control panel.

Add-AdfsClient -Name "ClaimsXrayClient" -ClientId '"claimsxrayclient" -RedirectUri
Navigate to https://adfshelp.microsoft.com/ https://adfshelp.microsoft.com/ClaimsXray/TokenResponse

ClaimsXray/TokenRequest and follow instructions

Execute PowerShell as Administrator and run: if ([System.Environment]::0SVersion.Version.major -gt 6) { Grant-

AdfsApplicationPermission -ServerRoleIldentifier urn:microsoft:adfs:claimsxray

This adds Claims Xray as RelyingPartyTrust -AllowAllRegisteredClients -ScopeNames "openid",'"profile" 7}

If you want to add OIDC integration execute

i AD FS
(ﬁl File Action View Window Help

Now we should see Claims Xray as Relying

Party Trusts &= ]
[] ADFS Relying Party Trusts
4 _Sfrwce . Display Name Enabled Type |dentifier
i] En?t?f?m:s Device Registration Service  Yes WS-Trust /S... umms-drsider 30 30
s Certihicates Claims Yes WS-Trust / S...  ummicrosoft ars:cl .n:
[7] Claim Descriptions _SaimsXay
4 [ ] Trust Relationships /

[7] Claims Provider Trusts{/
[ "] Relying Party Trusts

1 Attrilute Starac
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MFA Plugin for ADFS

c https://adfshelp.microsoft.com/ClaimsXray/TokenRequest O v @ €& ‘ l 4 Claims X-Ray | AD FS Help %
service, obt.ain a token, an({ ﬁnaﬁy display y;)ur cIaimsj ' ’ ’ ) ' )
1. Specify your federation service name

2. Select the authentication method

3. Select the token request type
Test X-Ray
Note: if you want to force fresh authentication for your request, you need to turn that feature on using the toggle switch below.

You can use the tool to test ade. After that’ Federation instance | https;[/l ec2amaz-51jdvgd.ironchip.net
configure it as you can see in next image (1 ¥

Authentication type O Default Policy
@ Forms
When you click on Test Authentication, you O Windows Integrated Authentication
will be redirected to your ADFS e . QO Ccertificate

O Multifactor Authentication

Token request O oAuth
@ SAML-P (SAML 2.0)

O WS-FED (SAML 1.1)

Force fresh authentication

By clicking on Test Authentication you agree to our Terms of Use and Privacy Agreement.

Test Authentication

Ironchip Corporation

Sign in with one of these accounts

iﬂ‘ Active Directory
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@) IRONCHIP A

Inte 1
Company ot B—

JoseFernando v

configurate the integrations of your services.

Add ADFS as Multifactor Authentication

P> HTTP-MFA

in Ironchip Dashboard

Once we access into Ironchip Dashboard we
have to navigate into Integrations section, to
http-mfa.

P r—

 Hands-on tutorals
« Integrations ital guide.

Qick here T aded

G roncrip

Jose Fernando  ~

Company Integrations
Somp oo

il be able to configurate the integrations of your services.

V HTTP-MFA

The HTTP MFA integration mechanism makes IronchipABAuth available as a multi factor authentication (MFA). A service requiring only Ironchip LBAuth as a MFA
must select this integration. the external ID is the IDA the application requesting LBAuth to help authenticate it's users using MFA.

Click on new integration, and a new tab
Py Name it Remove ° will be displayed so that you can add the
ekt VMg § new integration in your company.

 Hands-on tutorials
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MFA Plugin for ADFS

Add name for the new integration and click
on Add integration button. Add new MFA integration

MFA information

You are adding a new MFA integration for your company. The HTTP MFA integration mechanism makes Ironchip LBAuth available as a multi factor
authentication (MFA). choose a name for this MFA integration, this name has to be specific, as it will be displayed in the integration type tab when
you add a service.

MFA integration name (alias)

ADFS

Add integration

Click adel W\wavﬁww

When you press add you will get the fo-
llowing screen.

IMPORTANT! Be careful, you will receive an
API KEY.

Credentials of new MFA integration

@ For security you will not be able to access these credentials again from the Ironchip dashboard, download or save them.

o e e bt ot e rsdemiats o o orcos oy 16k o h rton e oo Download/save this data, you will not have
IKEY sk pa—— ke access to it again.

You will be able to consult the Hint in the
services table in the Integration type co-
lumn in the future when you need it.
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Install the plugin

To install the plugin, you need the IronChip_MFA_ADFS_Plugin
zip file, that you can download from:

9]

https://www.ironchip.net/plugins/ironchip-mfa-adfs-installer.zip

Unzip the folder in your desired path. We recommend to use:
C:\\Program Files\lronchip MFA ADFS Plugin

Go to that folder. In the folder you can see this files:
[ronChipADFSPIugin.dll
Install-Script.ps1
Uninstall-Script.ps1
License.json

Use any text editor to change the content of IronchipRadiusCFG.
json file, filling Your company API key ( credentials saved /down-
loaded from the dashboard) in the apiKey value, inside dou-
ble-quotes, as you can see in this example

Ironchip integrations installation guide

“host”: "testing.api.Ironchip.com",

“apiKey” :"Shu2Zo.0RGOULbkENnci3wwu-
hNkBt1kVX48jK6ntwX5NNOZIOIBp2fuK7yaQ-
VzcMXZow"



After that, you can execute the Install-Script.ps1 as
Administrator. Just right-click the file and click over
Run with PowerShell:

You will be prompted to trust the script. Type A and
press enter.

The installation script will execute the setup pro-
cess, that will:

Check permissions. If you are not executing the
script as Administrator user, script will fail and
ask you to execute as Administrator.

Check if ADFS service is installed and configu-
red.

Ensure that you have your License.json configu-
red.

Configure the logs, and publish them to Event
Viewer

Install the plugin in GAC.

Restart the ADFS service to detect GAC new li-
braries.

Register plugin installed in ADFS.

Configure the ADFS Auth Methods and policies
to select that MFA script as default when MFA is
allowed for a service.

Restart the ADFS service to load registered plu-
gin.

The script will prompt the results in a Power-
Shell console, that allows you to check the steps:

PS C:\Users\Administrator> C:\Program Files\IronchipADFSPlugin\
Install-Script.psl

Activating event logs for plugin
Creating eventlog 'ADFS Ironchip Plugin'
Activated event logs.

Installing assemblies in GAC

GAC Version Location

True v4.0.30319 C:\Windows\Microsoft.Net\assembly\GAC 64\
System.EnterpriseServices\v4.0 4.0.0.0_  bO3f5f7f11d50a3a\System.
EnterpriseServices.dll

Stop AD FS Service
Installing assemblies: IronchipADFSPlugin.dll

Installing IronchipADFSPlugin.dll on C:\Program Files\IronchipAD-
FSPlugin\IronchipADFSPlugin.dll

Copied assemblies to GAC
Start AD FS Service

WARNING: PS@105: No authentication provider with name 'IronchipM-
FA' is present in the policy store.

C:\Program Files\IronchipADFSPlugin\IronchipADFSPlugin.dll
Install IronchipMFA on YOUR-MACHINE-NAME

Register Ironchip MFA plugin in ADFS

Install IronchipMFA on YOUR-MACHINE-NAME

WARNING: PS@114: The authentication provider was successfully re-
gistered with the policy store. To enable this provider, you must
restart the AD FS Windows Service on each server in the farm.

Ironchip MFA plugin registered. Restarting AD FS
Finished publishing IronchipMFA to YOUR-MACHINE-NAME
Ironchip MFA Plugin installed

Your- pluoyin: 16 o insinffed
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Test the plugin

Access Event Viewer to see Ironchip MFA e

Plugin logs.

gEvent\u’iewer
File Action View Help

&= »F HRE

g Event Viewer (Local)
3 Custom Views
‘&. Windows Logs
~ [ Applications and Services Lo
El Active Directory Web Ser
S aDFs
7l aD FS Tracing
| Device Registration Servii
| Device Registration Servii
El DFS Replication
[&] Directory Service
a DMS Server
[&] Hardware Events
7 Intel

| Internet Explore
[=] IronChip MFA
{=] Key Managem

ENt Service

i ana
| Microsoft
7| Microsoft-IE
1 Microsoft-IEFRAME

| NIS-Driver-WFP/Diagnos
El Windows PowerShell

:ﬁ Saved Logs

;j Subscriptions

Server Manager » AD FS

EC2AMAZ-51JDVGD 1723121.103Online - Performance counters not started_4/20/2020 45430 PM _ 00376-40000-00000-AA7S3 (Activated)
¥ Local Server
& Al Servers
#® ADCs
i AD DS

&£ DNs

EVENTS

1§ File and Storage Services b
Al events | 26 total

Server Name D Severity  Source Log Date and Time

EC2AMAZ-S1IDVGD 137 in  4/20/2020 442:54PM

EC2AMAZ-511DVGD 137 in  4/20/2020 442:54 PM
EC2AMAZ-51IDVGD 278 i 4/20/2020 £42:50 PM ODBC Data Sources (32-bit)

EC2AMAZ-SUDVGD 217 Emor  ADFS AD FS/Admin 4/20/2020 44250 PM ODBC Data Sources (64-bit)

If everything is OK, you must see "lronChip

IronChip MFA  Number of events: 4 ADFS Plugin“ |n Appl|cat|0n and SeI’VICGS LOgS
Level Date and Time Source list. Click on it, and if plugin is installed you
@If ti 4/20/2020 5:02:05 PM IrenChip MFA . . .

@ nformtion aa0/000 30205 P onChip A must see "IronChip license key loaded without
@Informat?on 4/20/2020 5:02:05 PM IrenChip MFA errors_" |n Iogs as you can see here

@Informatmn 4/20/2020 5:02:05 PM IronChip MFA

If you see the message "Unable to load Iron-
Chip license key. Check that it is the correct li-

Event 0, IronChip MFA / cense and try again. If problem persist contact
General | Details / IronChip support for help.", go to FAQ's chap-
| IronChlpIlcensekeyloadedw\thoutwl ter at the end Of thIS gUIde
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TASKS.



Uninstall the plugin

Execute the Uninstall-Script.ps1 as Administrator. Just ri-
ght-click the file and click over Run with PowerShell:

You will be prompted to trust the script. Type A and press
enter.

The installation script will execute the setup process, that will:

Check permissions. If you are not executing the script as
Administrator user, script will fail and ask you to execute
as Administrator.

Check if ADFS service is installed and configured.

Ensure that you have your License.json configured.
Remove logs and config on Event Viewer

Remove the plugin in GAC.

Restart the ADFS service to detect GAC removed libraries.
Unegister plugin installed in ADFS.

Delete Auth Methods and policies to select lronChip MFA.
Restart the ADFS service to unregister plugin.

The script will prompt the results in a PowerShell console,
that allows you to check the steps:
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PS C:\Users\Administrator> C:\Program Files\
IronchipADFSPlugin\Uninstall-Script.psl

Removing eventlog 'ADFS Ironchip Plugin'
Removing assemblies in GAC

GAC Version Location

True v4.0.30319 C:\Windows\Microsoft.
Net\assembly\GAC 64\System.EnterpriseServices\
v4d.0 4.0.0.0_ bo3f5f7f11d50a3a\System.
EnterpriseServices.dll

Stop AD FS Service

Removing IronchipADFSPlugin.dll on C:\Program Fi-
Les\IronchipADFSPlugin\IronchipADFSPlugin.dll

Removed assemblies to GAC
Start AD FS Service
True

WARNING: PS0103: The authentication provider was
successfully unregistered from the policy store.
Restart the AD FS Windows Service on each server
in the farm.

Removed IronchipMFA from AD FS server YOUR-MACHINE-
NAME



MFA Plugin for ADFS

Add Claims XRay as new Service

In this step we have to configure a new service in Ironchip
Dashboard using ADFS integration Method.

G iron

‘ Jose Fenando

n Services
Services management. You can create services, add users in the services, explore your services.

Service list Service brief

dick here ironchip
2 v
’ Keys Service / Type of service Integration Remove o Add users. January 2021
P MeA integrations Ironchip 0 Personal device oic @ W |
APIKEY © & No. of users 5

In our Dashboard, we have to go to Services section and
click in new service button.

Home remote Q safezone

Authentications

Month correct auths 42

In this step we have select the new integra-

tion type we have create, ADFS, and comple-
te the next fields:
Add new service

Service information

-External Id: must match with ADFS iden-
You are adding a new service for your company. Chose the name and add the new service according to the type of integration you want (selecting the
integration you will get a brief information of each type). Service type, create service to access with safe zones or only with personal devices. Once the service .
has been created, it will appear in the company's list and you will be able to create accesses for your users. t|f|er

Service name (alias) Service integration type

ADFS

Type of service

Then click add service and a new service
] o will appear in our service list.
MFA service configuration

The HTTP MFA integration mechanism makes Ironchip LBAuth available as a multi factor authentication (MFA). A service requiring only Ironchip LBAuth as
a MFA must select this integration. the external ID is the ID of the appli LBAuth to help it's users using MFA.

External ID

Add service

Qlick: adel service T adol
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-

i

% File Action View Window Help

= x[=

ADFS 3.0 Configure Ironchip Mfa for

a relying party trust | ADFS

I | Service
- ] Trust Relationships
4 || Authentication Pelicies

Go to Authentication Policies and click on Edit
Global MFA.

here

Muttifactor

| Per Relying Party Trijst

Edit Global Authentication Policy -

Corfigure multifactor authentication (MFA) settings.

Users/Groups

MFAis required for the following users and groups:

[
i
il

Devices
MFAis required for the following devices:
[] Unregistered devices

[] Registered devices
Locations

MFA is required when accessing applications from the following locations:
[] Extranet

[] Intranet

Select additional authertication methods. You must select at least one of the following methods
to enable MFA:

[] Certfficate Authentication here

Irc:nGwipMFf-‘-.-‘-‘-dapter\J
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AD FS

Feiom

Authentication Palicies

Edit Global Primary Authentication... W@
Device Aut

Edit Global Multi-factor Authenticaticn...

Custom Setti e
Per Relyind MNew Window from Here
@] Refresh

Miiltifartarl | Help

Here select Ironchip MFA Adapter as desired
Multi Factor Authentication Method.



MFA Plugin for ADFS

After that, we must enable the Multi Factor Au-
thentication for an specific service, in this exam-
ple we will require MFA for ClaimsXRay access.
Go to per relying party trust and right click on
service to protect. Click on edit custom mul-
ti-factor authentication.

[C] ADFS

4 [ 7] Service
[7] Endpoints
[ Certificates
[7] Claim Descriptions

4 [7] Trust Relationships
[ Claims Provider Trusts
[7] Relying Party Trusts
[ Attribute Stores

4 [ ] Authentication Policies
[~] PerRelying Party Trust

Multifactor

Configure multifactor authentication (MFA) settings.

| o Global multifactar authentication settings will apply to this relying party trust. |

Users/AGroups

MFA is required for the following users and groups:

Devices

MFA iz required for the following devices:
[] Unregistered devices

[] Registered devices

Locations
MFA iz required when accessing applications from the following locations:

[v] Extranet
[v] Irtramet >

What is muttifactor authentication?
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Relying Party

Relying Party Trusts with global authentication settings only

Per Relying Party Trust

Edit Custern Multi-factor Authentication...

N

Relying Party T
Device Regist

Edit Custem Primary Authentication

Properties

‘Help

Enable MFA for intranet, extranet or both.



ADFS 4.0 Configure Ironchip Mfa for

a relying party trust

Go to Service > Authentication Methods. Here
go to the right menu and click over Edit Mul-

ti-Factor Authentication Methods.

Edit Authentication Methods

Primary Muttifactor

G ADFS
@ File  Action  View Window Help
=25

< ADFS
w [ Service
| Attribute Stores
| Authentication Methods
| Certificates
] Claim Descriptions
] Device Registration
| Endpoints
| Scope Descriptions
| Web Application Proxy
7 Access Control Policies
| Relying Party Trusts

Authentication Methods

Authentication Methods Overview

You can corfigure primary authentication methods and multifactor authentication methods.
Leam more
AD FS Help

Primary Authentication Methods

Primary authentication is required for all users trying to access applications that use AD FS for authentication.
You can use options below to configure settings for pimary authentication methods

Edit

Exranet Forms Authenticatio
-5 D.

n,
[ A Abmbinmbine

Select additional authentication methods. You must select at least one of the following methods

to enable MFA:

Actions

Authentication Methods
Edit Primary Authentication Methods...
Edit Multi-factor Authentication
View
New Window from Here

[d Refresh

Help

fhev here

In Multi-factor tab, select Ironchip MFA Adapter.

] Centificate Authertication

(] Azure MFA
IronChip MFAAdapter

Apply and Ok. After that, go to Relying Party
Trusts and select ClaimsXray service. On right
menu, click over Edit Access Control Policy.
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1 ADFS

& File Action View Window Help

&=z JBE

| ADFs
v [ Service
| Attribute Stores

| Authentication Methods

7 Certificates
| Claim Descriptions
| Device Registration
| Endpoints
| Scope Descriptions

| Web Application Proxy

[ Access Control Policies
' Relying Party Trusts
7 Claims Provider Trusts
1 Application Groups

here

IronchipElecnorDEMO Yes WS-T... hitps://ronchipdemo slecnor es

Thew here

e \

Display Name Enabled  Type  Identifier Relying Party Trusts

ElecnorlD Yes WS-T_..hitps://elecnorsd-dev azurewet, Add Relying Party Trust...
. ummicrosoft:ads:claimsaay View

Claimsapp Yes WS-T_.. hitps://ecZamaz 5ijdvad ronct

New Window from Here

|d Refresh

H Hep

ClaimsXray
Update from Federation Metadatz,
Edit Access Control Policy...

Edit Claim Issuance Policy...




Edit Access Control Policy for ElecnorlD X

i Issuance Authonzation Rules :

The following authorization rules specify the users that will be permitted access to the relying
party. When the list does not contain a rule, all users will be denied access.

In the opened window, in the bottom, you will

see use access control policy. Click on it. Order  Rule Name Issued Claims
1 Pemit Access to All Users Permit
Add Rule... Edt Rule... A Remove Rule...
Use access control policy
Edit Access Control Policy for ClaimsXray = 1
OK _ Cancel | Apply

Access control policy

Choose an access control policy:

Name Description
Pemit everyone Grant access to everyone.
Pemmit everyone and require MFA Grant access to everyone and requir...

Pemit everyone and require MFA for specffic ... Grant access to everyone and requir...
Pemit everyone and require MFA from extranet... Grant access to the intranet users an...
Pemit everyone and require MFA from unauth... Grant access to everyone and requir...
Pemit everyone and require MFA, allow autom... Grant access to everyone and requir...

Pemit everyone for intranet access Grant access to the intranet users.

Pemit specific group Grant access to users of one or more...
Policy

Pemit users

and require multifactor authentication

click OF N ok || cancel || Aeey
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In prompted windows, select permit everyone
and require MFA. You can apply this configura-
tion only to an specific user group if you want.

Apply and Ok. Now this service is protected
with Ironchip MFA.



MFA Plugin for ADFS

Test the plugin

You can use the Claims X-Ray tool to test Iron-
chip MFA. Configure it as you can see in next -
2. Select the authentication method

|mage o . 3. Select the token request type

I| € https://adfshelp.microsoft.com/ClaimsXray/TokenRequest O~ac H 4 Claims X-Ray | AD FS Help %
service, obtéina token, antiﬁnaﬂy display y’our claims? ‘ ’ ) ' ‘ '

1. Specify your federation service name

Note: if you want to force fresh authentication for your request, you need to turn that feature on using the toggle switch below.

When you click on Test Authentication, you

will be redirected to your ADFS. Federation instance it [ cczamaz stjovgdironchip net
Authentication type O Default Policy
@ Forms

O Windows Integrated Authentication
O Certificate

O Multifactor Authentication

Token request O oAuth
@ SAML-P (SAML 2.0)

O WS-FED (SAML 1.1)

Force fresh authentication

By clicking on Test Authentication you agree to our Terms of Use and Privacy A

Test Authentication

Ironchip ADFS

Sign in with your organizational account

First, introduce your user and password.

‘ fomeone@example.com

Password

Sign in
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MFA Plugin for ADFS

After that you will be prompted to require MFA.
Click on submit. You will recive a push noti-
fication in application to authenticate using
Ironchip Authenticator (mobile app). Click on
push and authenticate.

I[ronchip ADFS

For security reasons, we require additional information
to verify your account (jose@ironchip.net)

To access this service, you need to authenticate in
IronChip. Go to IronChip Authenticator and click card:

User: WV Msw

Service:*urn:microsoft:adfs:claimsxray

m/d)d‘

authnmethodsproviders IronChipMFA

urn:oasis:names:tc.SAML:2.0:ac:classes:PasswordProtectedTransport
http://schemas.microsoft.com/ws/2008/06/identity/authenticationmethod/hardwaretoken
http://schemas.microsoft.com/claims/multipleauthn
urn:oasis:names:tc:SAML:1.0:am:password

authnmethodsreferences

client-request-id d0d74426-46df-44cf-4200-0080000000f0

groupsid Count: 11, See raw token for list If everything is Ok you will be redirected to this
implicitupn jose@ironchip.net final page e .
insidecorporatenetwork true

location_name mesa jose

location_score 80

mfa_service urncmicrosoftadfs:claimsxray

mfa_timestamp 1607690193

mfa_upn jose@ironchip.net

multifactorauthenticationinstant 2020-12-11T12:36:33.804Z

nama IRPANCUIDAM inca
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Error FAQ's

"User XXX is not authenticated in ser-
vice XXX. Please, try again."

The user is not authenticated, or authentica-
tion has not been valid. Just try again authen-
tication in same page.

"Authentication protocol used is not
compatible. Contact IronChip su-
pport providing error printed in Even-

tViewer."

If this error is prompted when authenticating
a user, the service provider is misconfigured
and is not sending the service in the authen-
tication request. If you see this error, contact
IronChip support mail, info@ironchip.net,
providing error log printed in Event Viewer
IronChip MFA logs.
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"Unable to load IronChip license key.
Check that it is the correct license and
try again. If problem persist contact
IronChip support for help."

This error means that the license format is
not valid. Please, contact info@ironchip.net
with the error, and we will validate the license
key used and provide a valid one if not valid.

"The API-Key provided is not valid.
Please, contact IronChip support and

send logs for assistance."

This error means that the license has the co-
rrect format, but is old or invalid. Please, con-
tact info@ironchip.net with the error, and we
will validate the license key used and provide
a valid one if not valid.

"Ironchip has failed. Sorry. Contact
support to allow us to solve the pro-

blem."

This error means that some strange thing has
happened. If you see this error, contact Iron-
Chip support mail, info@ironchip.net, provi-
ding error log printed in Event Viewer lron-
Chip MFA logs.
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